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THE RUSSIAN According to the U.S. Office of the Director of National
GOVERNMENT ENGAGES Intelligence 2021 Annual Threat Assessment, "Russia
IN MALICIOUS CYBER continues to target critical infrastructure, including
ACTIVITIES TO ENABLE underwater cables and industrial control systems, in the
BROAD-SCOPE CYBER United States and in allied and partner countries, as
ESPIONAGE, TO compromising such infrastructure improves—and in
SUPPRESS CERTAIN some cases can demonstrate—its ability to damage
SOCIAL AND POLITICAL infrastructure during a crisis."?
ACTIVITY, TO STEAL
INTELLECTUAL Russian state-sponsored threat actors are
PROPERTY, AND TO . .. :
HARM REGIONAL AND target?ng jche fgllowmg 1.ndustr1es and
INTERNATIONAL organizations in the United States and
ADVERSARIES. other Western nations:
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Russia has fewer financial resources to invest in intelligence
capabilities than the US or China. One means of compensating for
this, it seems, is to blur the dividing line between state and non-
state actors.*
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> Itisunclear precisely how much
direction patriotic hackers and
- cyber criminals are given by the
Kremlin, but often their activities
< have no discernible motive apart
\ from furthering the aims of the

Russian state.4
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Dutch Case Highlights

Service - AIVD - highlighted a case of
Russian cyber activities in their 2020
yearly report.

The Netherlands is one of the most developed countries in the world in terms of economy, science
and technology. That makes it a target for states that want to steal technology and knowledge.

Russia spied on technology companies in the Netherlands in 2020. In December, the AIVD disrupted
the work of a Russian intelligence officer. He had a significant, clandestine network of more than ten
people who worked or had worked in the Dutch high-tech sector.

He used that network to obtain sensitive information about nanotechnology, semiconductors,
artificial intelligence and dual-use technology, among other things. He paid some individuals for that
information.

The intelligence officer was operating under a diplomatic cover. In reality, he worked for the civil
intelligence service SVR. He has been declared persona non grata, along with a second Russian
intelligence officer who did support work, and have left the country.>

The AIVD has made the disruption operation
public in order to signal to Russia that such
intelligence activities will not be tolerated.
And to make companies and citizens more
aware of the existence of economic
espionage. The government is currently
investigating how espionage can be
criminalized.
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