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Cyber Capabilities Continue to Evolve

Over the last 20 years, cyber capabilities have become a
formidable new instrument of national power. As well as
using such capabilities to obtain state secrets from each
other, as in traditional espionage, states have also used
them for a range of other, more threatening purposes.
These include bolstering their own economic development
by stealing intellectual property; threatening to disrupt the
financial institutions, oil industries, nuclear plants, power
grids and communications infrastructure of states they
regard as adversaries and attempting to interfere in
democratic processes.
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MOTIVES FOR THEIR CYBERATTACKS
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NEARLY 80%

of those targeted were either in
government, NGOs or think tanks.

Government sector targeting
largely focused on ministries of
foreign affairs and other global
government entities involved in

international affairs.

Russia, China, North Korea and
Iran were the most active
against this sector

Most targeted countries July 2020-June 2021

ORGANIZATIONS IN THE USA
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Attack vectors used by nation state malicious actors
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Nation states are advanced enough to do reconnaissance on their victims and select the
attack method that best suits each goal or intended outcome.

Source: Microsoft Digital Defense Report October 2021

Available at: https://www.microsoft.com/en-us/security/business/microsoft-digital-defense-report?rtc=1
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