Information and information technology are
inextricably linked. However, most of the time the
focus is on technical security measures and the
technical side of an attack. The value and
importance of the information itself tends to take a
backseat.

The Security Service of Aruba (SSA) strongly believes
that you need to understand the value of your
information/data in order to better protect it. A risk-
based approach helps you identify how valuable your
data is and as such helps you choose the right strategy
to better protect them. Below we highlight only the
main aspects for employing a data backup and recovery
plan.
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Plan Ahead: Create a
Recovery Plan

@ Once you identify your critical data, In general there are 2

applications, and processes you can

define how you will recover, typeS of recovery
plans:
1. Disaster Recovery
rarrecowen responsesrouatake | 2.Incident Response

@ @ many variables into consideration and
should clearly identify and document

®_ _@ what is to be recovered, by whom, Disaster Recovery Plan: The primary goal is to ensure

business continuity during an unplanned outage or
service disruption.

Incident Response Plan: The primary goal is to protect
sensitive information during a security breach.

when, and where in a detailed
recovery plan.
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Backups: 3 Options
for Storing

Cloud-based storage can be

Your backups are stored within Storing backups of critical datain a -

the physical space of your separate, offsite facility can help beneficial inmany ways. It frees
organization. It's convenient your organization prevent data HP space, You can benefit from.
and readily available should loss, the egperhse of the cloud service
you need to start your If you plan to contract a vendor for provider. However, you should
recovery process. If this is your offsite storage, make sure that ensure . .

only storage you may still they have security measures, that the service provider you .
experience data loss if you are incident management processes, selec.t can suppgrt your security
affected by fire, flood or and a requirements with prgper
ransomware - for example. disaster recovery plan in place. safeguards. Also consider data

residency - know where your
datais stored geographically.

Online or Offline Backups?

Follow the 3-2-1Rule

The 3-2-1 rule can help in designing your backup process. This rule means that you
have 3 copies of your data on 2 different media (e.g. different physical hard drives) with
1 copy at a different location for disaster recovery (e.g. physical).

‘ Consider encrypting
your backups

There are many reasons why having a backup plan will benefit you in
the long term such as:

DENIAL OF SERVICE

Threat actors use these attacks to
disrupt services and or cause a

distraction to steal data. With bg;kgps EHE NATURAL DISASTER
6 AV pla-n you can minimize Natural disasters can cause damage
downtime during recovery to buildings and physical assets
‘04 that may restrict your ability to
e access them. Backups in a
secondary location can help.
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